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VPN access 
To ensure proper access to the network, we just use the provided VPN config and connect. The test 

pages then provide flag in 2 fragments: 

 

  

Write up by moNNster 
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Void foundry 
Watching the provided video carefully, we may notice a URL and credentials are disclosed: 

 

Upon testing the credentials, they turn out to be valid and reveal the flag: 

 

  



 

© moNNster 

Reactor startup 
We are presented with a terminal interface that accepts commands, but only the first and last one 

are known. It turns out by entering a wrong command the interface hints the next expected one in 

the sequence: 

 

With a little help of AI and a couple minutes to realize I need to make the script keep the session 

cookie to work properly, I was able to put together a script to grab the new commands and save 

them into a file. It was then necessary just to run the script in a loop until the last command is 

approached, and the interface gives us the flag: 
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Sunday expansion pack 
We’re provided with a regex crossword. Since I didn’t know any tools to help solving such challenge 

and trying to bother AI felt too time consuming, I used the good old pen&paper method and just 

upgraded it a little bit to mouse&MSPaint. It was not even necessary to solve the whole crossword 

and the flag could be obtained with just a little guesswork: 
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Sensor array 
The task here suggests that data is being transmitted to broker.powergrid.tcc so my first thought was 

to port scan this host to see what services there are. This revealed a Message Queuing Telemetry 

Transport protocol at port 1883: 

 

From here, I tried to subscribe using different combinations of default usernames/passwords, 

adjusting the parameters as AI and Google hinted, but without any luck. 

 

After some time, I suspected I may have missed something and went back to scanning. After some 

rounds of trying different scan options, I hit a Simple Network Management Protocol at port 161: 

 

Checking the banner on this service provides additional hint that was crucial to solve this task: 

 

Sure enough, with the correct user we can now subscribe to the messaging service successfully: 
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Temporary webmail  
Here we’re provided with a webmail login interface. After looking around for a bit and noticing this is 

apparently a Roundcube webmail, I run dirbuster and a folder that caught my attention was backup: 

 

After downloading the backup, I started looking for some juicy info. One of the task hints suggested 

testing accounts start with “ADM400” so I searched for that and found a mention of password 

initially set for this user: 

 

 

Luckily this password still worked, and I could see stuff going on in the mailbox straight away: 
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At first I thought this was some hints for how to proceed in the challenge, so I was exploring the 

commands appearing and CVE’s mentioned, but I soon realized this was likely just other CTF players 

attempting to exploit the system at the same tame. Nonetheless I’ve researched some of the 

information observed to try and do the same, which eventually led me to discover CVE-2025-49113 

and a Metasploit module for exactly this vulnerability: 

 

After exploring the system for a bit, a file called pwned revealed a base64 encoded flag: 
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Inaccessible backup 
We are tasked with analyzing a memory dump for this challenge. The hint suggests an OS that the 

server was running, and the same can be identified by running strings against the file: 

 

It turned out we may be required to build our own profile and symbol table to be able to run 

Volatility against this dump. I’ve attempted this with the guidance of AI assistants, downloading and 

building linux kernel for the first time with the thought “I have no idea what I’m doing” constantly in 

my mind. Nevertheless this eventually seemed successful, but around the same time I’ve also 

learned about Volatility3 option remote-isf-url which allows fetching symbols from remote URL 

rather than locally and stumbled upon https://github.com/Abyss-W4tcher/volatility3-symbols which 

had a lot of them for various OS and kernel variants. This also seemed to work fine, so I was able to 

start digging around the memory. 

Naturally I started by checking the process list and files, searching for anything related to backups. 

Two files caught my attention: 

 

With Volatility3 it was rather trivial to extract the files from memory. Surprisingly, one of them 

hinted on where the key is to be used: 

 

 

From there, the obvious thing to try was just using the private key file to connect, and that in turn 

revealed the flag: 

 

  

https://github.com/Abyss-W4tcher/volatility3-symbols
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Suspicious communication 
Here we’re provided with a packet capture of communication of supposedly compromised server. 

For such cases, I like to start looking at a HTTP traffic since that is quite straight forward usually and 

then also look for POST requests since we could assume data was sent to the server at some point of 

the intrusion. First thing I’ve noticed was a lot of requests for paths in alphabetical sequence, mostly 

responded with 404, which could indicate some kind of scan. Next, there are some URL’s responded 

with more interesting status codes: 

 

The filemanager.php upload seems like a good pivot point for our investigation, since we can see an 

upload of ws.php file which appears to be a simple PHP command shell: 
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In the subsequent calls to ws.php, we notice commands executed by perpetrator. First a whoami: 

 

And then a reverse shell using Netcat on port 42121: 
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Naturally, the next step was looking at traffic over that port: 

 

Here we can see the hostame of the system is 2c1c649ff17d. Next, the html directory is being 

compressed and exfiltrated over port 4212 and another reverse shell established with the help of 

Netcat and MySQL with superuser privileges over port 42123. 

Extracting the data from the first stream should be easy and parsing through the code, several 

references to “flag” can be found: 
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Further inspecting the logic it seems the flag is stored in /secrets/flag.txt and transferred in 

encrypted form as backup.enc: 

 

Looking at the other reverse shell, we see the user account file inspected, then a curl call to get a 

secret that is next used to encrypt the data that is being exfiltrated over ports 42124 & 42125: 
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Unfortunately, the server is not online anymore for us to try and replay the curl request and 

moreover the traffic on port 42120 as well as more traffic between the endpoints is TLS encrypted, 

so the password cannot be recovered from the pcap. Therefore, I’ve just saved the encrypted data 

from both streams for later decryption for now. One thing to notice here, however, is that the URL 

requested by curl points at a path at /pincode/ which could hint a numeric password. 

Because the /etc/passwd file was inspected and one of the encrypted files is /etc/shadow, we can 

assume the same usernames would appear in both files. This knowledge can perhaps be used to try 

and bruteforce the password. We assume it may be a numeric password, so I’ve put together a little 

script to try decrypting the data and looking for the string “root” in the decrypted file: 

 

While 4- and 5-digit guesses were not successful, the next iteration found a valid 6-digit secret in few 

minutes: 

 

The same password could now be used to also decrypt the other exfiltrated file saved earlier: 
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After exploring the extracted contents for some time, I’ve noticed a password in 

all\home\webmaster\.bash_history: 

 

Under \var\www\html\app\ we can find the application code, specifically the previously found 

backup.php where /secrets/flag.txt is being encrypted and transferred, and admin.php which hints 

further how this is done in the user interface: 

 

The required auth.php was responsible for validating the credentials against 

/etc/apache2/.htpasswd file to grant admin permission: 

 

 

In \all\etc\apache2\.htpasswd there are some password hashes: 

 

The admin password could be cracked with a standard rockyou wordlist: 
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I also tried to look for some keys to decrypt the encrypted traffic, and found a SSL certificate: 

 

In \all\etc\hosts we could find IPv4 and IPv6 address mapping for the compromised system: 

 

To see the decrypted traffic, this certificate can be imported in Wireshark with the knowledge of IP 

address representing the server, which we have from the hosts file: 
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Now we just need to look for the backup. We could look for all requests to backup.php and find the 

only one responded with 200, or filter for the filename noticed earlier in HTTP traffic with Wireshark 

filter http contains "backup.enc": 

 

From here it was just necessary to decode the response with the previously cracked admin 

password. This was failing me for a while giving only a partial result, probably due to encoding issues 

in Python. I then tried to do the same in PHP, running the script in an online interpreter and that 

worked just fine: 
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Threatening message 
While I could not solve this challenge completely, I believe I made some significant progress. We are 

provided with a ransom note and a log2timeline Plaso format image. First step was therefore to 

parse the file into a csv timeline using Plaso. The version I was using complained about version 

mismatch but with a little help from AI I was able to use Docker to pull a newer version which then 

worked fine: 

 

In the timeline, several lines caught my attention where commands appear to be injected into a URL 

parameter such as whoami, and curl: 

 

The last curl request seems to download data and store them in backup.sh file, so I did the same and 

got the following script: 

 



 

© moNNster 

In the same manner, I was able to download the authorized_keys file too, with a comment which 

seems to be the username dough.badman@doublepower.tcc: 

 

Since this related to SSH I have looked for items in the timeline related to that and started 

highlighting some that I believed could be useful for the investigation: 

 

I have also noticed some SSH connections by users powerguy and powergrid: 
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Also looked for some actions with superuser privileges. This revealed another username 

doublepower and several commands related to the read.me file: 

 

Here I’ve noticed a tool potentially used for encrypting the whole /srv/shared directory: 
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And a whole sequence of actions related to this directory and also an archive is created, which I 

assume was exfiltrated to the attacker controlled machine somehow: 

 

There were also a lot of nfdump entries. I decided to save those to separate file and then tasked AI 

to extract IP pairs and group them by protocol used, omitting ephemeral ports: 

• SSH (Port 22): 

10.99.25.22 ↔ 10.99.25.252 

2001:db8:7cc::25:11 ↔ 2001:db8:7cc::25:252 

2001:db8:7cc::25:252 ↔ 2001:db8:7cc::25:28 

2001:db8:7cc::25:252 ↔ 2001:db8:7cc::25:29 

•  

• HTTP (Port 80): 

2001:db8:7cc::25:252 ↔ 2001:db8:7cc::25:28 

•  

• HTTPS (Port 443): 

10.99.25.24 ↔ 10.99.25.25 

10.99.25.23 ↔ 10.99.25.25 

10.99.25.25 ↔ 10.99.25.28 

2001:db8:7cc::25:25 ↔ 2001:db8:7cc::25:27 

2001:db8:7cc::25:25 ↔ 2001:db8:7cc::25:26 

2001:db8:7cc::25:25 ↔ 2001:db8:7cc::25:28 

https://github.com/phaag/nfdump


 

© moNNster 

I’ve scanned some of these to verify the services were running, and realized the 2001:db8:7cc::25:28 

used in previous curl requests may be the same server as 10.99.25.22. While still looking into the 

timeline for anything significant, I run some tools and got several hits with dirb on this IP: 

 

We can now download the sc file from the server, which may come handy later for decrypting 

maybe? Furthermore, 2 directories were found containing some keys – /ssh and /keys. I believe the 

key to solving the challenge was finding the exfiltrated data and using the keys to decrypt them, but 

didn’t manage to complete this before the main competition was over. 

https://www.virustotal.com/gui/file/ba15d08372421687729694b3cb108c83504a2f8fb6b3e18ed8eb69f45db4e73d

